Abstract. The study of network has been developed for several years. The research usually focuses on the attributes of the network, including the heterogeneity [1], the topology [2] [3]and the communities [4] [5] of the network. About the propagation dynamics, reference [6] [7] laid emphasis on the mathematical analysis of the propagation of networks. Although these researches are important, with the developing of computer, how to simulate the propagation weighs more and more. Abstraction of ways to propagate is limited to virus model. There are two virus propagation models. One is about bio-virus model. Although these 2 respects have been developed very well and there are lots of different attributes within, the faults propagation varies a lot from these two. For example, other forms of network like SOA and supply chain vary a lot in ways to propagate. This paper focuses on another useful way to simulate the propagation of faults within scale-free directed networks. Based on the fundamental analysis of propagation and the different situations of simulating complexity and amount of information, this paper gives different methods to simulate the propagation of faults in the whole network. This paper invents an ingenious way with pseudo-nodes to deal with nodes of small in-degree. This methods balance the performance of the simulation with the complexity of the simulation. Then this paper simply analyzes an example with two different methods to test their validation. Of course, there are several questions remaining in this method, like how to give the probability of propagation based on different exclusiveness. These are shown at the end of this paper.
Introduction
Not far from today, random graph theory dominated the research of complex network [8] . After reconnection of a few edges in regular network, Watts and Strogatz found the small world model, in which The Clustering Coefficient is relatively high, at the same time, the average path length is short.
After the attributes of small world in real world, Barabasi and Albert did deep research in World Wide Web [10] . Barabasi From there on, the complex network has been widely studied.
Attributes of the network, including the heterogeneity [1] , the topology [2] [3]and the communities [4] [5] of the network have been fully researched. About the propagation dynamics, reference [6] [7] based on the mathematical analysis of the propagation of networks have the attention of lots of peers. Although these researches are important, with the developing of computer, simulating the propagation becomes very important, too. Also, the notion of propagation of virus developed, including not only the bio-virus but the computer virus.
Apparently there are more than 1 methods of propagation of failure, fault and virus in network. Actually, according to the different attributes of the network and the mechanism of propagation with virus, the methods should vary. Reference [11] [9] give some hypotheses about the propagation mechanism including that "if there are more than one neighbors, the virus and fault can only choose one of them to propagate with probability" and "an infected node can't propagate its neighbors simultaneously " These are something apparently can be adapted to other kinds of networks. Noting that the way of infection between bio-virus and computer virus is different. The infection of bio-virus depends on the contact and the moving of the population. However, the computer virus propagates through the network directly. The bio-virus can lead to the death of the host, nevertheless the computer network will not loss a node in the network because of computer virus. The hosts of bio-virus vary a little. The key nodes like the server in the computer network weigh more than the PCs in the network. After the infection, the antibody plays a very important role in the next phases. Although the computer network can also be repaired, the whole process is of passiveness instead of activeness.
Building on the knowledge of virus propagation and the differences between propagating ways of bio-virus and computer virus, the propagation of fault is something special that we are interested. There are some the fundamental attributes within the faults propagation. To simplify the model, there are 2 aspects we are concerning here. One is the network where the faults may propagate is static. The other is the calling frequency is relevant to the node itself.
With the developing of the computer, the propagation simulation of faults can be done by the computer based on the mechanism of propagation and different amount of information people already have. According to aforementioned two points, studying the mechanism and the method of propagation in detail is not only prospective but necessary. This paper analyzes the fundamental things about propagation of failure in scalefree directed network and contributes an ingenious way to simulate the propagation under different amount of information.
Fundamental Analysis of Faults Propagation
In [9] the hypothesis that the virus can only choose one of those to propagate with probability can be easily overridden here. Suppose that node C is upper software, A, B is called at the same time by C. Similarly, node D calls node A and B when D is running (as shown in Figure 1 ). If node A failed, and if C and D run at the same time, node C and D definitely will fail. A naturally idea is come up with, which is to separate this graph into 2 simpler ones ideologically (as shown in Figure 2 
Different Amount of Information
The amount of information contributes to the complexity of the algorithm and simulation. As always, the more information you use, the more precise the answer is, the longer the time you spend. It is not usually necessary to use the whole information to get the precise situation ignoring the huge complexity and the time of simulation. This explains why we differentiate the methods when applying to different amount of information.
Full info situation
Full info means how often every subset is called has been known. In that way based on the frequency, the probability of every subset being called can be induced.
Thus, suppose that 1 2 , ...
X X X failed, by adding the probability of all subsets including 1 2 , ...
X X X , the probability of rear node O being failed is clear.
Little info situation
Albeit the situation of having full info is clear and easy to be accepted, the information usually won't be that much. Therefore, it is necessary to take a consideration of little information. Little information doesn't mean we know nothing but only the structure of the network. It means there are experts who can estimate the exclusiveness of the whole network. If the front nodes do not exclude others at all, it means for every calling, every front node has 50% chances to be called. If the nodes exclude others totally (It means there is only one front node can be called by the rear node O at a time), then the probability should be 1 K (K is the in-degree of rear node.) Building on exclusiveness from the experts, the probability should range from 1 K to 50%.
Situation with middle amount of info
Middle information situation is the most difficult one. The first problem is to what extent the amount of information you already have. Lots of situations should be considered. Only one special situation is going to be well developed.
The safety of scale-free network is different from evenly distributed network. Research has shown that scale-free network is robust to random attack and vulnerable to deliberate attack [12] [13] . The phenomena aforementioned result from the existence of Hub nodes.
Figure 5.Pseudo-Nodes
A possible way to simulate the propagation situation is to add pseudo-nodes into the graph Figure 5 . That node C calls node C' means node C calls itself. When node C calls A&B, it means node C calls A and B at the same time. In the graph, node C' and node A&B are called pseudo-nodes, but pseudo-nodes like A&B are alpha pseudo-nodes. Pseudo-nodes like C' are beta pseudonodes. When propagation starts, suppose node A is failed node, alpha pseudo-nodes get propagated firstly with a certain probability. Beta pseudo-nodes like C' act like normal nodes always have same state with their fathers.
Figure 6.The Exploding Complexity With The Nodes
As can be seen in Figure 6 , the more the front nodes are, the more complex the graph is. Apparently, this method can't be applied to all nodes in the graph. With the increasing of nodes, the complexity will go beyond our ability to handle. However, fortunately, in scale-free network what really matters is Hub nodes. When there are n front nodes to the Hub node and number n is big enough, the effect of a single front node will submerge to it of others. In addition, the complexity of pseudo-nodes method will increase with n dramatically. Therefore, using this method when n is big enough is not worthy Figure 6 . It's better to apply this method only to Hub nodes with a few front nodes, while applying the low level information method to the rest nodes. By doing so, this method avoids big mistake with little increasing of complexity. Great balance between performance and complexity finally comes.
Examples and Analysis

Figure 7.A Simple Example of Scale Free Network
We apply different methods to simulate and analyze faults propagation in Figure 7 . The first method is computer virus propagation method. The computer virus propagates according to 1 k (k is the out degree of faulted node). The second method is the middle amount of info method mentioned in this paper. In detail, the propagation probability is given by these methods, and then the Monte Carlo simulation is used to test whether the methods are valid. Apparently, there are 2 hub nodes in the network, but the hubA is with too many front nodes. As a result, we only apply pseudo-nodes method to hub. On average, the 1 k propagating method has a probability of 23% to be exactly the same with the reality. However our method has a probability of 46 % to be exactly the same with the reality. The outcome is quite clear. The second method is much closer to the reality. The reason why this happened is the second method takes the calling frequency into consideration with the key nodes.
Questions Remaining
When there is little information to use, how to give the probability of propagation based on different exclusiveness is still unknown. The application of this method to free-scale network is meaningful. However, what is the complexity of this algorithm. Also, is it possible to apply this method to general network instead of Scale-free network? We are looking forward to the readers to give some clues of questions above.
